PEKOMEHOALIMA

no 3awute uHpopmaLum oT BO34EUCTBUA NPOTrPAMMHbIX KOA0B, NPUBOAALLMX K HAPYLUEHUIO LUTAaTHOro
$YHKUMOHUPOBAHUA CpeaCcTBaA BbIYUCIUTENIbHON TEXHUKM, B LLeNIAX NPOTUBOAEACTBMA HE3aKOHHbIM
¢uHaHcoBbIM onepauuam

B cootBeTcTBUM C TpeboBaHMAMMK MNonoxeHns BaHKka Poccum ot 20.04.2021 Ne757-MN «O6 yctaHOBAEHUU
06A3aTeNbHbIX 418 HEKPeAUTHbIX GUHAHCOBbLIX OPraHM3aunin TpeboBaHU K obecneyeHmnto 3aWwmTbl MHGOpPMaLMm
NPV OCYLLLECTBIEHUWN AEATENBHOCTU B chepe PUHAHCOBBIX PbIHKOB B LLEASAX NPOTUBOAENCTBUA OCYLLECTBEHUIO
HE3aKOHHbIX (UHAHCOBbLIX onepauuii» OO6LWecTBOM C OrpaHWYEHHOM OTBETCTBEHHOCTbIO «YNpaBastoLLan
KomnaHua Nlanalpodut» (ganee no Tekcty — «O6wecTBO») yBegoMaaeT KaneHToB O6LLECTBA O BO3SMOXHbIX
pUCKax NOJIyY4EHUA TPETbUMM NULAMM, He 06/13a[aloWUMMM NPaBOM OCYLLECTBAEHUA GUHAHCOBBIX OMepauui,
HEeCaHKUMOHMPOBAHHOIO  AOCTyna K  3awuwaemor wuHbOpmauuu, nosay4yaemol, MnoAroTaB/ANBaEMON,
obpabaTbiBaeMoi, NnepesaBaeMon 1 XPaHUMOM B aBTOMATU3NPOBAHHbIX CUCTEMAX, UCNO/Ib3yemblx ObLecTBOM.
Mog 3awmiiaemon MHGopmaLmen NOHMMaeTCA:

— y4YeTHble AaHHble (NOTMHbI U MApOAN ANA AOCTYNA K 3/IEKTPOHHOM NoYTe, IMYHbIM KabUHEeTam CalToB U
MOBUNbHbIX MPUNOKEHUI, UCNONb3YEMbIX A1 NPOBeAeHUA GUHAHCOBbIX ONepauuii, 1 T.n.);

- MHd)OpMaLI,Mﬂ, HEO6XO,£l,MMaFI AnAa ygoCctoBepeHnA npasa KINEHTOB O6LLI,eCTBa pacnopAaXxaTbCA CBOMM
MMYLLLECTBOM;

— nHdopmMauma Mo OCyLLECTBAEHUIO Bamu GUHAHCOBbLIX OMepaLymii, COCTOAHMIO CYETOB U MMEIOLLIMXCA
aKTuBax;

— AOKYMEHTBI, Noy4aemble Npu ocyLLecTBNeHMM GUHAHCOBLIX ONepauuii;

— KAo4eBas MHPOpMaLMa cpeacts Kpuntorpaduueckoi 3awmTsl nHGopmaumm (CK3M), ncnonbsyembix
npv NpoBeaeHUM GUHAHCOBLIX ONepaunii;

— NepcoHanbHble AaHHbIE.

HecaHKUMOHUPOBAHHbIN AOCTYN CO CTOPOHbI TPETbUX /UL, MOKET NOoBJ/IeYb 33 COHOMN PUCKM pasrialleHns
BblLLEeYKa3aHHON MHPOPMALLUK, @ TAKKe COBEpPLIEHME IOPUANYECKM 3HAUYMMBbIX AEMCTBUI, BKAIOYAN: COBEPLUEHME
onepaumin ¢ AOCTYMHbIMM aKTMBaMW, MOAKAOYEHUE U OTKAOYEeHUe ycayr (B TOM yucne naaTHbIX), BHECEHWe
M3MEHEHWN B PErUCTPaLMOHHbIE AAHHbIE KAWEHTA, UCNO/Ib30BAaHME CYETOB M HAaXOAALLMXCA HA HUX aKTUBOB ANA
NPUKPbLITUA AENCTBUN, HOCALLMX NPOTUBONPABHbIN XapaKTep, COBEPLUEHNE UHbIX 4ENCTBUIN NPOTUB BOIWN KIMEHTA.

HecaHKUMOHMPOBAHHbIM AOCTYN CO CTOPOHbI TPETbMX JIML, TaKXKe MOKeT nosjeyb 3a coboi
[ECTPYKTMBHOE BO3AEWNCTBME Ha HOCUTENW MHOOPMALMU U UX COLEPHMMOE, YTO B CBOIO OYepelb MOXKET
NPUBECTM K BOCMPENATCTBOBAHWUIO CBOEBPEMEHHOTO MCMOJIHEHUA Bamu cBoux 06A3aTenbCcTB MAM peanvsaumm
HamepeHui.

B PamKax 3alnTbl I/IHd)OpMaLI,I/II/I oT BO3,CI,€I‘;1CTBVIH nporpamMmmHbIX KO40B, NpUBO4ALLINMX K HapylweHUKo
WTAaTHOIo dDYHKLI,I/IOHMpOBaHVIFI cpeactea BbIYUC/IUTE/IbHOM TEXHUKKU, B TOM 4ucne pOnAa CBOeEBPEMEHHOIO
06Hapy)KeHVIF| BO3AEVICTBVIH BPEAOHOCHOIo Koga, B UuUenax ﬂpOTMBO,CI,eﬁCTBMFI HE3aKOHHbIM d)VIHaHCOBbIM
onepauunam, B obecneyeHune KOHTPONA KOHd)I/II'ypaLI,I/II/I YCTpOﬁCTBa, C MNCNo/sib30BaHMEM KOTOPOIro KJ/IMEHTOM
coBepLlakoTCA ,D,GVICTBMFI B UenAx ocywecrtssieHunA d)MHaHCOBOﬁ onepaunn, a TaKXe AnAa npeanorspalleHuA
HEeCaHKUMNOHUPOBAHHOIO O0CTyna K 3au.|,14u.|,aeM0ﬁ MHd)OpMaLI,MM, B TOM 4yucne npwn yrtparte (r|0Tepe, XVILIJ,eHVIVI)
KTMEHTOM 3/IEKTPOHHOTO YCTDOﬁCTBa (I'IepCOHaI'IbHOI'O nepeHOCHOro KomMmnbkoTepa, MOBUNbHbIX YCTpOl;'ICTB T.I'I.), C
MCnonb3oBaHMEM KOTOPOro cosepLllanncb d)MHaHCOBbIe onepauum, OGLLI,ECTBO perkomeHayeTt CO6IHO,£I,aTb
cnepgyouwime mepbl:

— Ha4EXHO XPaHUTE CBOWU 3/1EKTPOHHbIE yCTpOﬁCTBa BO M3bexKaHue nx yTpaTbl (I'IOTepVI nnn XVILLI,EHVI‘FI),'



- MCI'IOI'Ib3y171Te TONbKO J/IMUEH3UOHHOE CUCTEMHOE W NPUKAaAHOE NporpammHoe 06ecnequme,
nposoguTe ero ceoespemeHHoe O6HOB}'IEHME}

— UCnosb3yite odmLUManbHO NPUOBpPETEHHbIE aHTUBUPYCHbIE NMPOrpaMmMbl, NEPUOANYECKN NpoBoaUTe
NOJIHYIO NPOBEPKY CBOUX 3NEKTPOHHbIX YCTPOMUCTB M MNOAK/AOYAEMbIX K HUM CbeMHbIX HocuTenen nHpopmaumm;

— NO BO3MOXHOCTM M3beraiiTe yCTaHOBKU M MCMNONb30BaHMA MPOrpaMmm ANA YAANEHHOro ynpasaeHuA
3NEeKTPOHHbIMM YCTPONCTBaMU;

— KOHTPOAIMPYITE KOHOUIypaLMio YCTPOMCTB, C UCMOAb30BaHNMEM KOTOPbIX COBEpPLUAOTCA AeiCcTBUA B
uenax ocywectsneHma GMHaAHCOBOW onepauuun, He OTKAKOYalTe U He B3NamblBaiiTe BCTPOEHHblE MeXaHM3Mbl
obecneyeHuns besonacHOCTU;

— NPV HaMYUM TEXHUYECKON BO3MOXKHOCTU BCErAa MCMNOb3yinTe WKdpPoBaHME HOCUTENElN AaHHbIX Ha
CBOEM 3/1eKTPOHHOM YCTPOMCTBE;

— HEe XpaHUTe B OTKPbITOM BWAE Ha CBOMX 3/IEKTPOHHbIX YCTPOWMCTBAX CKAH-KOMUU [OKYMEHTOB,
YO0CTOBEPAIOLLMX Bawly MYHOCTb, a TaKKe 3/1eKTPOHHbIe daibl, CoAepiKallMe y4eTHble gaHHble ANA A0CTyna K
MHDOPMaLMOHHBIM pecypcam GUHAHCOBBIX YUPEXAEHNI, C KOTOPbIMKU Bbl cOTpyaHUYaETE;

— Ana pgoctyna K MHOOPMAUMOHHBIM cUcTEMaM (PUHAHCOBbLIX YYPEKAEHUN B LENAX COBEpPLUEHMA
dMHaAHCOBbIX OnepaLuii He NCNo/b3yiTe 06LLEeA0CTYMNHbIE 3/IeKTPOHHbIE YCTPOICTBA (Hanpumep, yCTaHOB/IEHHble
B MHTEpPHeT-Kade, rocTuHMLE), NybandHble becnnaTHble 6ecnpoBoAHble ceTH;

— UCMONb3YITe Ha 3/IEKTPOHHBIX YCTPOMCTBAX UM B MPUIONKEHUAX HaZEKHble Mapoan AocTyna (C AMHOM
napoJifi He MeHee 8 (BOCbMM) CMMBOJIOB, BK/IOYAOLLETO B CebA 3arn1aBHbIe M NPONUCHbIE BYKBbI, @ TaKKe Lnbpbl
W cneumanbHble CUMBO/IbI) U MMetoLmecs 610KMPOBKY;

— He MCI'IOJ'Ib3VVIT€ OAMHAKOBbIE NApPOaN ANA AO0CTyNna K pPa3HbIM MHq)OpMaLI,MOHHbIM cncrtemam, web-
cepBucCam;

— OCYLLEeCTBAAITE CMCTEMATMUYECKOE M3MEHEeHMe Naposieit (Hanpumep, He pexke ogHoro pasa B 3 (Tpwu)
Mecaua, 60 NPU HaANYUK NOAO3PEHMNA B X BO3MOXKHOIM KOMNpoMeTaumn);

— COXpaHANTe B TaillHe BaluM yyeTHble AaHHble ANA A0CTyNa K MHOOPMALMOHHbIM CUCTEMAM, He
3anucbiBaliTe U HE XPaHWUTE UX B AOCTYNHOM NOCTOPOHHUM /IMLLAM MECTE;

— He nocellanTe caliTbl COMHUTE/NIBHOTO COAEpP)KaHWA, He NepexoauTe MO CCblIKAaM BO BIOXEHUWU K
3NEeKTPOHHbIM MUCbMAM, SMS, MMS, B COODOLLEHNAX MECCEHAKEPOB OT HE3HAKOMbIX a4pecaToB, T.K. AaHHbIe
OEeNCTBMA MOryT NPUMBECTU K Kpaxe Bawux [aHHbIX M MNPOHWKHOBEHWUIO HA 3/1EKTPOHHbIE YCTPOMCTBA
BPELOHOCHOTO KOA3;

— He oTBeYalTe Ha coobLLEeHUsA OT HEM3BECTHbIX aJpecaToB, TPebylowWwnx NpesocTaBuTb, NOATBEPANTD
WM YTOYHUTDb Bally KOHOUAEHUMANbHYIO MHPOPMALIMIO: MAapPO/v, TOTUHBI, PaMUANIO, UMSA, OTYECTBO, NACNOPTHbIE
OaHHble, HOMep MobunbHOro TenedoHa, Ha KOTOPbIM MOCTYNalT OAHOPa30Bble Napoan OT (GMHAHCOBbIX
yUpexaeHui, a TakKe gaHHble 0 Balumx puHaHCOBbIX onepaumnx.

HacTosaTenbHO coBeTyem Bam cobt04aTh NpeanosKeHHble peKoMmeHAaUmun B Uenax 3alumTbl MHbopmMaLmm
OT BO34ENCTBMA BPEAOHOCHbIX KOAOB, NPeAoTBPALLEHMA HECAHKLUMOHWPOBAHHOrO AO0CTyMa K 3allMiiaemoi
nHdopmaLmn, B TOM 4Yucae Npu yTpaTe (noTepe, XWLLEHWM) SNEKTPOHHOTO YCTPOWCTBA, C MCMNONb30BaHMEM
KoToporo Bamu cosepwanucb ¢uHaHcoBble onepauun. a8 ceaAsn ¢ O6LecTBOM MO BOMPOCAaM BbINOAHEHUA
HaCTOALWMX PeKomeHAaUMin HeobXxoaMMO MCNONb30BaTb KOHTAKTHble AaHHble, yKasaHHble Ha oduuManbHOM
calite Obuiectsa B ceTu «MHTepHeT» http://sistema-re.ru/
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